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- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133). 
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6) |EI Claim(s) 1-6.8-13 and 15-19 is/are rejected. 
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DETAILED ACTION 

Response to Amendment 

1 . This office action is in response to the amendment filed 04/29/08. Claims 1 , 4, 8, 
11, 15 and 17 have been amended; claims 7, 14 and 20 have been canceled. 

Response to Arguments 

2. Applicant's arguments filed 04/29/08 have been fully considered but they are not 
persuasive. Applicant argues that Kanungo (US 2005/0120212) does not disclose a set 
of recipient rights include the ability to wipe out a document from any storage device as 
recited in independent claims 1 , 8, and 15 (page 8, 4 th paragraph). Kanungo discloses 
that the sender of an email message selects a set of recipient rights (i.e., control 
options) such as view, save protected and reply without original message (fig. 4, 
element 404) or view, save protected, print and reply without original message (fig. 4, 
element 406). The save protected right allows the recipient to save the message 
(paragraphs 0032-0033), and thus gives the recipient the ability to wipe out the 
message from any storage device (i.e. the recipient can save the message in a storage 
device(s) and once the message is saved, the recipient can delete the saved message 
from any storage device(s) in which the message is stored if he/she chooses to do so). 

Claim Rejections - 35 USC §112 

3. The following is a quotation of the first paragraph of 35 U.S. C. 112: 

The specification shall contain a written description of the invention, and of the manner and process of 
making and using it, in such full, clear, concise, and exact terms as to enable any person skilled in the 
art to which it pertains, or with which it is most nearly connected, to make and use the same and shall 
set forth the best mode contemplated by the inventor of carrying out his invention. 
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4. Claims 1-6, 8-13 and 15-19 are rejected under 35 U.S.C. 112, first paragraph, as 
failing to comply with the written description requirement. The claim(s) contains subject 
matter which was not described in the specification in such a way as to reasonably 
convey to one skilled in the relevant art that the inventor(s), at the time the application 
was filed, had possession of the claimed invention. The amended claim 1 recited the 
limitation "wherein the recipient rights include an ability to wipe out the document from 
any storage device" (lines 4-5). Wherein the originally filed description discloses that 
recipient rights include right to "wipe the original document" (Specification, page 9, 
paragraph 0055), it does not disclose "the recipient rights include an ability to wipe out 
the document from any storage device". Therefore, the limitation is considered new 
matter. For examination purpose, the limitation is interpreted as "wherein the recipient 
rights include an ability to wipe out the document from any storage device in which the 
message is saved by the recipient". Claims 8 and 15 are rejected on the same basis as 
claim 1 . Claims that are not specifically addressed are rejected by virtue of their 
dependency. 

Claim Rejections - 35 USC § 103 

5. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 
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6. Claims 1-6, 8-13 and 15-19 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Kanungo et al. (US 2005/0120212 A1) in view of Knauft (US 
2001/0029581 A1 ). Kanungo discloses a system and method for a sender to control a 
document sent to a recipient in manner that (1) encrypts the document, and (2) restricts 
operations the recipient may perform on the received document (Abstract). 

Regarding claims 1-2, 8-9 and 15, Kanungo specifically discloses a method 
comprising: 

selecting a document (i.e., an e-mail) to encrypt and send to the recipient (Fig. 1 , 
step 102; Fig. 10, element 1000); 

selecting a set of recipient rights for the document wherein the recipient rights 
include the ability to wipe out a document from any storage device (i.e., the save 
protected right allows the recipient to save the message in a storage device(s) and once 
the message is saved, the recipient can delete the saved message from any storage 
device(s) in which the message is stored if he/she chooses to do so) (Fig. 4, elements 
404, 406; paragraphs 0021-0033); 

encrypting the document (Fig. 1 , step 110); 

sending the encrypted document and the set of recipient rights from the sender 
to the recipient (Fig. 1, step 114; paragraph 0013); 

receiving the encrypted document and the set of recipient rights at a terminal of 
the recipient (Fig. 1 , step 114); and 

accessing the document according to the set of recipient rights (Fig. 4). 



Application/Control Number: 10/823,042 Page 5 

Art Unit: 2132 

Kanungo discloses encrypting the electronic document. Kanungo does not 
disclose encrypting the set of recipient rights. Knauft discloses encrypting both an 
electronic document (i.e., data object) and a set of recipient rights (i.e., control data) 
(Figures 4B, 6B; paragraphs 0069, 0097). It would have been obvious to one of 
ordinary skill in the art at the time the invention was made to modify Kanungo's method 
and system to encrypt the set of recipient rights, as taught by Knauft, to prevent 
unauthorized access. 

Regarding claims 3, 10 and 16, Kanungo discloses utilizing data specific to the 
recipient (i.e., the recipient's public key) in encrypting the document so that only the 
recipient can decrypt the document (Fig. 1, step 110; Fig. 9, steps 912, 914 and 920). 
Kanungo does not disclose utilizing data specific to the recipient's terminal, such as a 
computer passport of the recipient's terminal, in encrypting the document. Knauft 
discloses a method for encrypting a document, which utilizes both the recipient's public 
key and a computer passport of the recipient's terminal (i.e., a certificate certifying a key 
being the MAC address of the terminal of the recipient) (Fig. 3A, elements 118-121; Fig. 
4B, elements 418 and 420; Fig. 5A; paragraphs 0051-0052, 0054, 0072-0075). It would 
have been obvious to one of ordinary skill in the art at the time the invention was made 
to modify the method and system of Kanungo to utilize a computer passport of the 
recipient's terminal, in addition to the recipient's public key, in encrypting the document, 
as taught by Knauft. The motivation for doing so would have been to control not only 
who but also which terminal can access the document (paragraph 001 1). 
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Regarding claim 4, 11 and 17, Knauft further discloses using a machine key to 
encrypt a session key that is used to encrypt the document and set of recipient rights 
wherein the machine key is a symmetric key generated from the terminal's MAC 
address (fig. 4; paragraph 0054) 

Regarding claims 5, 12 and 18, Kanungo further discloses using a certificate of 
the sender (Fig. 1 , step 1 1 2). 

Regarding claims 6, 13 and 19, Kanungo discloses using a certificate of the 
sender in the encryption process (Fig. 1, step 112). Kanungo fails to disclose that the 
certificate is selected from a set of certificates of the sender, i.e. the sender has more 
than one certificate. Official Notice is taken that both concept and advantage of an 
entity owning/having multiple certificates are well known and expected in the art. It 
would have been obvious to modify the method and system of Kanungo such that the 
sender has a multiple certificates, each of which could be used in a certain domain or 
for a certain purpose. 

Conclusion 

7. Applicant's amendment necessitated the new ground(s) of rejection presented in 
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP 
§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 
CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
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mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to MINH DINH whose telephone number is (571)272-3802. 
The examiner can normally be reached on Mon-Fri: 10:00am-6:30pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gilberto Barron can be reached on 571-272-3799. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/M. D.I 

Examiner, Art Unit 2132 
08/12/08 

/Gilberto Barron Jr/ 

Supervisory Patent Examiner, Art Unit 2132 



